W McAfee

Stopping Blended Threats: Securing Data, Applications
and Information in the Age of Web 2.0

\,""
// (/1
/

/) ’ "




Introductions W McAfee

Mark Campbell
Senior Manager, Content Security
McAfee




Agenda W McAfee

AOverview of Security Challenges Then and Now

ABusiness Value of Web 2.0

ABlended Threat Overview

AHow to Stop Blended Threats

AMc Af eeds Comprehensive Technol ogi e
ADiscussion



Every Day Is Day Zero W McAfee

m Virus and Bots PUP = Trojan

AOver 2,200,000
malware detections
Identified in 2009

2.2M
1.6M
A Seventy percent of
Number of malware in 2009 was
Jheeats Trojan based
AForty-seven percent of
malicious web content

356K IS scripts embedded
53K = in HTML

2006 2007 2008 2009

Being Prepared Requires Continual Research on a
Global Scale
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Todayos Threat WS- We) -U) McAfee
' More Malware

Variations
. New malicious

Toolkits &
Obfuscation

90%

Web 2.0 Of all threats
IS the Catalyst!

are financially
motivated

Active new zombie Attack Tﬂl’g@t.
Users vs. Machin




The Changing Landscape W McAfee

2004/5 2010

AiRead onl y (‘)ARich, two-way interaction
ACorporate brochures  Aweb applications

AEmerging business AUbiquitous business use

use ABlended rich media
APrimarin text ApPervasive and escalating spam
ANo real spam threat threats

- Ansecurit y bAAnterconnected and vulnerable
Applications Obscurityo

ABragging rights Aprofit and disruption (DDoS, cyber
crime and terror)

Hacker Motivation

Data and AMinimal APCI-DSS. CA-SB1386, SOX, HIPAA,

Privacy Regulation PIPEDA, GLBA, FISMA, and the list
Compliance goes on

Almplied ANeeds to be earned and verified
Trust




Todayos

Employee Life /

Work Balance

Collaboration
Tools / Business
Apps

Find Employees
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C()Ugle docs
Create new~ Upload
@ Document

=4 Presentation
t:j Spreadsheet
3 Form

24 Drawing

Folder

From template...
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